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for health service organisations
Consequences of electronic medication management (EMM)-related adverse events and incidents
The Australian Commission on Safety and Quality in Health Care (the Commission) is an Australian Government agency that leads and coordinates national improvements in the safety and quality of health care based on the best available evidence. By working in partnership with patients, carers, clinicians, the Australian, state and territory health systems, the private sector, managers and healthcare organisations, the Commission aims to ensure that the health system is better informed, supported and organised to deliver safe and high-quality care.
The development of standardised taxonomies to describe clinical incidents related to EMM systems continues to be a challenge in Australia and internationally with a multitude of classifications available for implementation. 
Australia required a standardised health IT-related incident classification system that provides a unified and consensus-based approach that can be readily applied during the EMM implementation process. This led to the development of Guidance for hospitals: Classifying EMM-related adverse events and incidents (the Guidance). 
For assessment of the consequences and scale of harm
This classification system may be used to assist with the assessment of the consequences and scale (or magnitude) of EMM related adverse events and incidents. The classification also rates the potential and actual harm associated with these events.
The overall classification of consequences and scale of harm, along with definitions of potential and actual harm in terms of a ‘clinical incident’ 1 are provided in Table 1.
Background: The consequences classification tool was developed to assist with the assessment of the consequences and scale of harm (potential and actual) associated with the use of EMM systems. It was developed and tested by the Commission alongside other classification schema.
Following testing and feedback, the consequences classification was modified to encompass additional detail including:
· Definitions of actual and potential harm, and 
· Reference to data breaches. 
The definition of harm and some of the categories for potential consequences of harm have been derived from the National Coordinating Council for Medication Error Reporting and Prevention (NCC MERP) taxonomy of medication errors.2
It is the responsibility of an organisation implementing clinical information systems (CIS), for instance, EMM systems, to be able to identify and prevent data breaches that may result from the use of such systems. The significance of the consequences from an incident increases when considered in the context of the 2018 Notifiable Data Breaches scheme.3, 4
Since February 2018 the reporting of data breaches has been mandatory. Given the purpose of this classification system, the requirements of the data breach legislation have been built into the definitions of harm.
The harm definitions also include reference to ‘sensitive information’ such as information about an individual’s health which include categories of personal information that are covered by the definition of ‘sensitive information’ within the Privacy Act (s 6(1)).5
Table 1: Consequences, scale and definitions of potential and actual harm
	Level 1
	Level 2

	1. Scale
	1.1 Single patient 

	
	1.2 Multiple patients

	
	1.3 Single staff member

	
	1.4 Multiple staff

	
	1.5 Unable to determine scale (for patients or staff)

	2. Consequence (actual)
	2.1 Incident reached the person and there was a consequence which resulted in death (contributed to or resulted in)

	
	2.2 Incident reached the person and there was a consequence which resulted in harm (temporary or permanent) which required intervention and/or resulted in an impairment

	
	2.3 Incident did reach the person but there was no consequence or harm (no symptoms detected; may have required monitoring to confirm)

	
	2.4 Incident did not reach the person (a ‘good catch’ or near miss)

	
	2.5 Unable to determine or assess the consequence(s)


Guidance for completing Table 1’s Consequence (actual) – Level 2
	Actual harm
	Definitions

	Harm from a medicine1
	Harm is defined as temporary or permanent impairment of the physical, emotional, or psychological function or structure of the body and/or pain resulting therefrom, and requiring intervention

	Harm from a data breach2
	Individuals whose sensitive5 personal information is involved in a data breach may be at risk of serious harm, whether that is harm to their physical or mental well-being, financial loss, or damage to their reputation

	*’Good catch’ or near miss6
	An event or circumstance that has the potential to cause an incident or critical incident but that did not actually occur due to corrective action and/or timely intervention. [AHRQ Innovations Exchange7]


Scale of harm in terms of a ‘clinical incident’1 – colours correspond to Table 1’s Consequences (actual) – Level 2.
	Harm
	Incident

	Critical (or extreme)
	A clinical incident resulting in patient death

	Major (or severe/serious)
	A clinical incident resulting in major permanent loss of function

	Moderate
	A clinical incident resulting in permanent reduction in function

	Minor (or mild)
	A clinical incident resulting in increased level of care/intervention

	Minimum
	A clinical incident resulting in no injury 

	
	No harm outcome due to mitigating action (*similar to ‘good catch’ or near miss)

	Insufficient detail8
	Incident for which report carries insufficient information to evaluate the severity of harm. The report may describe an error or outcome with insufficient information to attribute and/or classify severity of harm of the outcome
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Questions?
For more information, please visit: safetyandquality.gov.au/electronic-medication-management
You can also contact the eHealth and Medication Safety team at: mail@safetyandquality.gov.au
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